REGULAR BOARD MEETING
September 11, 2019 - 5:30 PM
31111 Greenspot Road, Highland, CA 92346
AGENDA
"In order to comply with legal requirements for posting of agenda, only those items filed
with the District Clerk by 12:00 p.m. on Wednesday prior to the following Wednesday
meeting not requiring departmental investigation, will be considered by the Board of
Directors".
CALL TO ORDER
PLEDGE OF ALLEGIANCE
ROLL CALL OF BOARD MEMBERS
PUBLIC COMMENTS
Any person wishing to speak to the Board of Directors is asked to complete a Speaker
Card and submit it to the District Clerk prior to the start of the meeting. Each speaker is
limited to three (3) minutes, unless waived by the Chairman of the Board. Under the State
of California Brown Act, the Board of Directors is prohibited from discussing or taking
action on any item not listed on the posted agenda. The matter will automatically be
referred to staff for an appropriate response or action and may appear on the agenda at a
future meeting.
AGENDA - This agenda contains a brief general description of each item to be
considered. Except as otherwise provided by law, no action shall be taken on any item not
appearing on the following agenda unless the Board of Directors makes a determination
that an emergency exists or that a need to take immediate action on the item came to the
attention of the District subsequent to the posting of the agenda.
1.

Approval of Agenda

2.

APPROVAL OF CONSENT CALENDAR
All matters listed under the Consent Calendar are considered by the Board of

Directors to be routine and will be enacted in one motion. There will be no
discussion of these items prior to the time the board considers the motion unless
members of the board, the administrative staff, or the public request specific items to
be discussed and/or removed from the Consent Calendar.
a.

Approve Directors' fees and expenses for August 2019

INFORMATIONAL ITEMS
3.

Smart Meter Portal (AMI) Presentation

DISCUSSION AND POSSIBLE ACTION ITEMS
4.

Consider Guaranteed Maximum Price (GMP) of Wastewater Digester for Sterling
Natural Resource Center

5.

Review and Approve Access Control and Remote Access Policies

REPORTS
6.

Board of Directors' Reports

7.

General Manager/CEO Report

8.

Legal Counsel Report

9.

Board of Directors' Comments

ADJOURN
PLEASE NOTE:
Materials related to an item on this agenda submitted to the Board after distribution of the agenda packet
are available for public inspection in the District's office located at 31111 Greenspot Rd., Highland, during
normal business hours. Also, such documents are available on the District's website at www.eastvalley.org
subject to staff's ability to post the documents before the meeting.
Pursuant to Government Code Section 54954.2(a), any request for a disability-related modification or
accommodation, including auxiliary aids or services, that is sought in order to participate in the aboveagendized public meeting should be directed to the District Clerk at (909) 885-4900 at least 72 hours prior
to said meeting.

BOARD AGENDA STAFF REPORT
Agenda Item #2.a.
Meeting Date: September 11, 2019
Consent Item

To:
From:

Governing Board Members
General Manager/CEO

Subject: Approve Directors' fees and expenses for August 2019
RECOMMENDATION:
Staff recommends that the Board approve the Governing Board Members' Fees and Expenses for August
2019.

BACKGROUND / ANALYSIS:
The Board has instructed staff to list all director fees and expenses as a separate agenda item to show full fiscal
transparency. Only after Board review and approval will the compensation and expenses be paid.

AGENCY GOALS AND OBJECTIVES:
Goal and Objectives II - Maintain a Commitment to Sustainability, Transparency, and Accountability
a) Practice Transparent and Accountable Fiscal Management

REVIEW BY OTHERS:
This agenda item has been reviewed by the Administration department.

FISCAL IMPACT
The fiscal impact associated with this agenda item is $6,243.60 which is included in the current fiscal budget.

Recommended by:

Respectfully submitted:

John Mura
General Manager/CEO

Justine Hendricksen
District Clerk

ATTACHMENTS:
Description
Directors' Expense Reports August 2019

Type
Backup Material

SMART METER PORTAL

September 11, 2019

SMART METER (AMI) PORTAL
• Accessible Through the District’s Utility Billing Portal
•

No additional cost to customers

• Usage Information
•

Access to hourly, daily, and monthly usage

• Compare Usage to the Weather
• Identify and Set Alerts for Leaks
•

May help customers stay within their water budget

• Ability to Set Daily Water Usage Alerts
• Custom Account Alerts

2

HOURLY USAGE CHART

3

DAILY USAGE CHART

4

MONTHLY USAGE CHART

5

TRADITIONAL METER ACCOUNTS
• Utility Billing Portal Will Remain the Same
• Continued Access to Their Current Year and Previous
Year Water Usage
• Additional Portal Features Will Become Active After
Their Meter Has Been Upgraded

6

ENHANCED CUSTOMER SERVICE
• Tyler Smart Card Notifications

• Staff can generate a report of leak alerts sent to customers
• Ability to reach out to customers who are not registered for alerts

• “Impersonate” Feature

• Allows customer service to view what the customer is seeing
• Private banking information remains hidden to the representative
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BOARD AGENDA STAFF REPORT
Agenda Item #4.
Meeting Date: September 11, 2019
Discussion Item

To:
From:

Governing Board Members
General Manager/CEO

Subject: Consider Guaranteed Maximum Price (GMP) of Wastewater Digester for Sterling Natural
Resource Center
RECOMMENDATION:
Staff recommends that the Board of Directors authorize the incorporation of co-digestion into the project
scope of the Sterling Natural Resource Center for the amount not to exceed $32,917,000 to include:
1. Authorize the General Manager/CEO to execute a contract amendment with Balfour Beatty for a not-toexceed price of $12,687,000 for additional design-build services to provide an anaerobic digestion
system as part of the SNRC;
2. Authorize the General Manager/CEO to execute a sole-source contract with Anaergia for a not-toexceed price of $20,230,000 for engineering services and equipment related to the anaerobic digestion
system.
3. Authorize the use of up to $1,417,000 in District Funds which may include reserves, capacity fees,
and/or operating revenues.

BACKGROUND / ANALYSIS:
The Sterling Natural Resource Center has set out to “Make Every Source a Resource,” with maximum
flexibility and cost efficiencies through the progressive design-build method. This procurement method fosters
a team environment between the contractors, design team, and the District to consider opportunities to enhance
the project to better serve the community further into the design process than in a traditional design-bid-build
project. Since approving the original Guaranteed Maximum Price in October 2018, the project team has
identified the potential of advanced technology planned for the site to incorporate on-site energy generation.
This additional element not only benefits the project, but a broader range of individuals. Digester technology
had always been contemplated for the Sterling Natural Resource Center, but the facility alone would not
produce enough electricity to offset the additional costs. With the new found understanding that the solid waste
community has a responsibility to find alternative disposal methods of organic waste rather than landfills the
potential for co-digestion developed. This project enhancement will include co-digestion of sludge produced
during the wastewater treatment process with high-grade food waste from the region to produce three

megawatts of electricity. Three megawatts can power the equivalent of 1,950 homes. The renewable resource
would offset the entire energy needs of the facility and contribute to the electrical grid.
In order to maximize this opportunity, a cooperative effort is needed between the existing Balfour Beatty design
and construction team and the addition of Anaergia Technologies, LLC (Anaergia). Through this collaboration
the collective team has developed a comprehensive GMP that reflects the added costs of the proposed digester
project enhancements including additional elements such as design services, digester tanks, permitting, and
biogas fueled engine-generators.
Balfour Beatty would continue serving as the contractor for the Sterling Natural Resource Center and would
ensure that this phase integrates into the existing construction schedule.
Anaergia would then be responsible for the design and procurement of co-digestion related equipment.
Implementing a competitive bidding process in this case would not be practicable given their unique proprietary
technology utilized in the omnivore digesters with pre-thickening and the ammonia removal and recovery
system. Their Omnivore™ high solids Anaerobic Digestion technology increases digestion capacity compared
to conventional digesters in the same footprint. Omnivore digesters are well suited to co-digest external organic
waste streams to generate additional energy. Additionally, the firm’s subsidiary, Fibracast, is providing the
wastewater treatment membranes enhancing the reliability of process compatibility. Anaergia’s integrated
solutions use proprietary technologies to dewater, thus reducing biosolids volumes and increasing diversion
from landfills. The end product has the potential to be transformed into a high quality, marketable fertilizer
product.
Given that Anaergia provides a unique ability to deliver a turn-key system using unique propriety technology
without the excessive use of sub-contractors, the District is requesting to enter into a sole-source contract
directly with them, which results in an estimated savings of approximately $2 million in additional administrative
fees and mark-ups. This is permissible by the District’s statutory authority and consistent with the adopted
Procurement Policy. Ultimately, the project enhancement would cost $32,917,000, with $12,687,000 assigned
to Balfour Beatty and $20,230,000 to Anaergia.
The timing of the current project presents a unique opportunity to maximize the incentives available for sites
that generate electricity. The State of California offers a program where eligible equipment needed for the
generation of energy can receive a sales tax exclusion. Since wastewater treatment is what produces the material
used in the generators, most of the equipment to be purchased for the project would be eligible for the sales tax
exclusion, for an estimated savings of $3.5 million. If the District were to opt for the completion of this element
in a later phase, it would miss out on the savings of equipment purchased during the initial phase of
construction. It is also important to note, that entities who are allotted sales tax revenues, such as the City of
Highland and County of San Bernardino will still receive their portion through the program funding rather than
from the District’s vendors.
Renewable energy is also a priority for the State of California and encouraging self-generation projects like the
one proposed at the SNRC are key. Through this program, energy companies offer construction incentives
that are based on the energy output. The District participated in this program for the recently commissioned
hydroelectric turbine at Plant 134. The potential incentive for the SNRC would be approximately $3 million.
Additionally, co-digestion creates new opportunities to offset operational costs, through a combination of
tipping fees, energy use offset, and energy sales. There may be additional opportunities to use the material
which remains after energy generation to produce fertilizer. This would be another opportunity to enhance
sustainability of the project and ability to engage with residents of this area.
Incorporation of the digesters is a valuable investment for the community. In order to produce three megawatts
of electricity, the facility will take on more of an industrial look on the east side of the property, but will have

architectural details incorporated to enhance the look. The project stands by the commitment that there will not
be unpleasant odors impacting the surrounding neighborhood. The west side of the property will still provide a
visually appealing location for the residents.
This project continues to identify new opportunities to serve the community and enhance the operational
sustainability. With the expertise of the design build team including Balfour Beatty, Arcadis, Helix Electric,
Ruhnau Clarke Architect, Anaergia, and District staff this project enhancement can support the project mission
and District’s vision. District staff will continue to pursue alternative funding sources to further offset the costs
of this project.

AGENCY GOALS AND OBJECTIVES:
Goal and Objectives I - Implement Effective Solutions Through Visionary Leadership
a) Identify Opportunities to Optimize Natural Resources
Goal and Objectives IV - Promote Planning, Maintenance and Preservation of District Resources
a) Develop Projects and Programs to Ensure Safe and Reliable Services

REVIEW BY OTHERS:
This agenda item has been reviewed by the executive management team and Legal Counsel.

FISCAL IMPACT
The SNRC Project is included in current the Capital Improvement Program and is scheduled to be funded
over multiple fiscal years.

ATTACHMENTS:
Description
Digester GMP Presentation

Type
Presentation

Proposed Project Enhancement:
Anaerobic Digestion

Project Overview

The use of Progressive Design Build allows for the consideration of design
enhancements while maintaining the original project schedule.

2

Process Map

3

Project Sustainability

4

Construction Funding Opportunities

5

How this Impacts GMP
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BOARD AGENDA STAFF REPORT
Agenda Item #5.
Meeting Date: September 11, 2019
Discussion Item

To:
From:

Governing Board Members
General Manager/CEO

Subject: Review and Approve Access Control and Remote Access Policies
RECOMMENDATION:
Staff recommends the Board of Directors (Board) review and approve the Remote Access and Access Control
Policies.

BACKGROUND / ANALYSIS:
The District stores a variety of data in multiple enterprise systems used by staff and consultants to conduct their
business operations. The inherent level of risk varies based on the system and data being accessed. Access
control addresses how authorizations to enterprise systems and data are structured to provide adequate levels of
control to mitigate these risks. The attached policies are intended to ensure the understanding of how access to
the District’s systems are granted, along with communicating the control processes used to enhance the
District’s cybersecurity posture. The scope of the policy applies to all District staff, authorized users, and those
working on behalf of the District.
Unauthorized access to the District’s systems and data could lead to the distribution of sensitive information,
monetary damage, and disrupt business operations. Similar to other policies with a high impact of potential
consequences, staff sought guidance from information technology consultants, National Institute of Standards
and Technology, and SANS Institute in developing a policy for the Board’s consideration.

AGENCY GOALS AND OBJECTIVES:
Goal and Objectives IV - Promote Planning, Maintenance and Preservation of District Resources
a) Develop Projects and Programs to Ensure Safe and Reliable Services

REVIEW BY OTHERS:
This agenda item has been reviewed by Executive Management and the Finance and Human Resources
Committee.

FISCAL IMPACT
There is no fiscal impact associated with this agenda item.

Recommended by:

Respectfully submitted:

John Mura
General Manager/CEO

Brian Tompkins
Chief Financial Officer

ATTACHMENTS:
Description
Remote Access Policy
Access Control Policy

Type
Backup Material
Backup Material

EAST VALLEY WATER DISTRICT
Administrative Policies & Programs
Policy Title: Remote Access Policy
Original Approval Date:

Last Revised:

Policy No:

Page
1 of 3

Purpose
The purpose of this policy is to define standards, procedures, and restrictions for
connecting to the District’s internal networks from an external network via remote access
technology. The District’s resources must be protected from unauthorized use and/or
malicious attack that could result in loss of information, damage to critical applications,
disruption of services, and loss of revenue.
Scope
This policy applies to all authorized users that includes full-time staff, part-time staff,
contractors, and other agents who access the District’s data and networks through Districtowned or personally-owned computers. Employment at the District does not automatically
guarantee the granting of remote access privileges.
Remote access is defined as any connection to the District’s network and/or other
applications from off-site locations.
This policy applies to any and all work performed for the District on District or personallyowned computers through a remote access connection of any kind. Work may include, but
is not limited to, virtual private network (VPN), remote desktop applications, databases,
servers, email correspondence, web browsing, Intranet resources, and any other District
application used over the Internet.
District resources include corporate data, computer systems, networks, databases, and
other digital systems.
Policy
It is the responsibility of any authorized user of the District with remote access privileges,
to ensure that their remote access connection remains as secure as the network access
within the office to protect District resources (i.e. data, computer systems, networks,
databases, etc.). It is imperative that any remote access connection used to conduct
District business be utilized appropriately, responsibly, and ethically. Therefore, the
following rules must be observed:

EAST VALLEY WATER DISTRICT
Administrative Policies & Programs
Policy Title: Remote Access Policy
Original Approval Date:

Last Revised:

Policy No:

Page
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A. Authorized users agree not to disclose their passwords to anyone consistent with the
guidelines of the District’s Password Policy.
B. All remote computer equipment and devices used for business interests, whether
personal or District-owned, must display reasonable physical security measures.
Computers will have an antivirus software installed that is deemed necessary by the
District’s Information Technology (IT) department.
C. Any remote connection that is configured to access the District’s resources must
adhere to the authentication requirements of the District’s IT department. In
addition, all hardware security configurations (personal or District-owned) must be
approved by the District’s Information Technology department.
D. Authorized users will make no modifications of any kind to the remote access
connection or network settings without the express approval of the District’s IT
department.
E. Authorized users with remote access privileges must ensure that their computers
are not connected to non-District networks while connected to the District’s
network via remote access, with the exception of Internet connectivity.
F. Use of Internet access through District networks via remote connection for the
purpose of illegal transactions, harassment, or obscene behavior is not permitted in
accordance with the Access Control Policy.
G. If a District-owned computer or related equipment used for remote access is
damaged, lost, or stolen, the authorized user will be responsible for notifying their
manager and District’s IT department immediately.
H. In order to maintain system security, the authorized user agrees to immediately
report to their manager and District’s IT department any incident or suspected
incidents of unauthorized access and/or disclosure of District resources, databases,
networks, etc.
I. The authorized user agrees to and accepts that his or her access and/or connection
to the District’s networks may be monitored to record dates, times, duration of
access, etc., in order to identify unusual usage patterns or other suspicious activity.
As with in-house computers, this is done in order to identify accounts/computers
that may have been compromised by external parties.

EAST VALLEY WATER DISTRICT
Administrative Policies & Programs
Policy Title: Remote Access Policy
Original Approval Date:

Last Revised:

Policy No:
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J. MFA may be required for cloud-based applications and to establish all VPN
connections to encrypt and provide secure access to a remote computer over the
Internet. Multi-Factor Authentication (MFA) is a method of computer access control
in which an authorized user is granted access only after successfully presenting
multiple separate pieces of evidence to an authentication mechanism – typically at
least two of the following categories: knowledge (something they know), possession
(something they have), and inherence (something they are). A District issued or
personally-owned smart phone is typically used to satisfy the “possession”
authentication mechanism.
K. Determination of remote access authorization will be at the discretion of the IT
department and the individual’s Supervisor.

EAST VALLEY WATER DISTRICT
Administrative Policies & Programs
Policy Title: Access Control Policy
Original Approval Date:

Last Revised:

Policy No:
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Purpose
The purpose of this policy is to maintain an adequate level of security to protect the
District’s data and information systems from unauthorized access. This policy defines the
rules necessary to achieve this protection and to ensure a secure and reliable operation of
the District’s information systems.
Scope
This policy applies to all authorized users that includes District employees, including fulltime staff, part-time staff, contractors, and other agents who utilize District or personallyowned computers to access data, information systems, files, and communications systems
of the District.
Policy
A. Only authorized users are granted access to information systems and are limited to
specific defined, documented, and approved applications, and levels of access
rights. Computer and communication system access control is to be achieved via
user IDs that are unique to each individual user to provide individual accountability.
B. Authorized users (remote or internal), accessing networks and systems, must be
authenticated and adhere to the District’s Password Policy.
C. Authorized users will only receive access to networks, files, applications, and
information systems specifically authorized to them.
1. The District will follow the principle of least privilege to grant access.
Authorized users will only receive access to the minimum applications and
privileges required to perform their job duties.
D. All workstations used to conduct business activity, no matter where they are
located, must use an access control system approved by the Information Technology
department. In most cases this will involve password-enabled screen-savers with a
time-out-after-no-activity feature and a power on password prompt.
1. Active workstations are not to be left unattended for prolonged periods of
time, where appropriate. When an authorized user leaves a workstation, that

EAST VALLEY WATER DISTRICT
Administrative Policies & Programs
Policy Title: Access Control Policy
Original Approval Date:

Last Revised:

Policy No:
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authorized user is expected to lock their workstation or properly log out of
all applications and networks.
2. Where appropriate, inactive workstations will be reset after a period of
inactivity. Authorized users will then be required to re-log on to continue
usage. This minimizes the opportunity for unauthorized users to assume the
privileges of the intended user.
3. Automated mechanisms may be used to ease the use of this process.
E. A process to create, deactivate, and delete user accounts must be in place. This
process allows for the assignment or removal of access rights for authorized users
to all systems and technology services.
F. System access controls will be applied to all information systems based on its data
classification to ensure that it is not improperly disclosed, modified, deleted, or
rendered unavailable.
G. Periodic reviews of user access rights and use of accounts are to be conducted by
the Information Technology department or other department depending on their
type of system or data classification.
H. Upon separation with the District, user access rights will be revoked.
1. The District will employ automated processes here to remove temporary
accounts after a determined amount of time. A similar automated process
will exist for disabling inactive accounts.
2. The District will also terminate any accounts deemed to present a potential
high risk to District operations.
I. A limit of unsuccessful log-ons will be enforced and an automatic account lock will
be enabled.
J. Time and date of log-ons and account changes will be appropriately recorded and
monitored.
K. Remote access to the District’s networks, applications, information systems, files,
and data must conform to the District’s Remote Access Policy.

EAST VALLEY WATER DISTRICT
Administrative Policies & Programs
Policy Title: Access Control Policy
Original Approval Date:

Last Revised:

Policy No:
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L. Logging and audit trails will be applied to information systems, communications
systems, files, and data. The level of logging and audit trails will vary based on
regulatory requirements, compliance requirements, and cybersecurity initiatives.
Logging and audit trails shall record, at a minimum, the access time and user
account.
M. The District will enact separation of duties to decrease abuse of privileges.
N. Authorized users are prohibited from gaining unauthorized access to any other
information systems, communications systems, files, and data not granted to them.

